Strong authentication for online service access typically requires some kind of hardware device for generating dynamic access credentials that are often used in combination with static passwords. This practice have the side effect that users fill up their pockets with more and more devices and their heads with more and more passwords. This situation becomes increasinlgy difficult to manage which in turn degrades the usability of online services. In order to cope with this situation users often adopt insecure ad hoc practices that enable them to practically manage their different identities and credentials. This paper explores how one single device can be used for authentication of user to service providers and server to users, as well as provide a range of other security services.
Introduction
Over the last decade there has been a radical evolution in procedures for authentication. Before the Internet revolution and the invention of the World Wide Web, system passwords were typically simple, physical keys were still the most widely used method to access offices, and bills were still being paid by signing pieces of paper. Today, computer systems are globally interconnected and exposed to millions of host, physical access control to offices is typically based on electronic access cards, and sensitive documents e.g. for financial transactions are now digital, which require digital signatures instead of hand-written signatures. In order for this evolution to remain secure and sustainable there are strong requirements for authentication of entities. By taking into account the distinction between system entity (client or server) and legal/cognitive entity (person or organisation) there are in fact two entities on each side of a communication session, as illustrated in Fig.1 .
The distinction between the human user and the client system on the user side, as well as between the SP organisation and the server system on the server side, leads to the conclusion that each of the 4 entities can be authenticated in 2 different ways leading to 8 different classes of peer entity authentication between the two sides, as illustrated in Fig.1 and described in Table 1 and Table 2 below.
For online services applications the entity authentication classes [S → U] and [U → S] are the most relevant because of the need for end-to-end security. In the The user client (C) authenticates the server system (S) typical case where a human user accesses an online service, semantic end-to-end communication takes place between the human user (U) and the server system (S). It is therefore pragmatic to require mutual authentication between those two entities. Traffic encryption and authentication between the server system (S) and user client (C) typically provides communication confidentiality, but can not provide cognitive server authentication in a meaningful way. In case of one-factor user authentication based on static passwords, corporate computer networks and online service providers typically require long, complex and unique passwords. Two-factor authentication is often required for access to sensitive online services and for physical access to buildings, where one of the factors is a dynamic credential generated by a device, such as an OTP (One-Time Password). Two-factor authentication typically combines "something you know" (the password) with "something you have" (the authentication device).
